
Darkweb and Cybercrime

Services Update

Cybercrime forum mentions

324 +12.2

Darkweb Marketplace

267 +32.2

Compromised Files

165 +42

Telegram Mentions

67 +14

Discord Mentions

98 +35

Tags Distribution

ICICI Bank 100K

Amazon 80K

Facebook 102K

Bgp 50K

Twitter 10K

Top Keywords

Muetella LLP Lockbit LOCKBIT Targets Healthcare Service Provider in Ireland

BevanMotorBodiesLimited Black Suit Black Suit Targets Chemical Business of Taiwanese ....

CADOpt Technologies Akira Akira Targets UK-based Healthcare Firm, Medequip...

I m pac t e d  O r ga n i sat i o n L at e s t  N e ws  f l as h  T h r e at  Ac to r

Impacted organisation and associated business risk Data Breaches

324 +12.2

Compromised Endpoints

324 +32.2

Ransomware Forum Breach Records 

165 +42

Attack Surface Monitoring

34
Domains

34
Subdomains

45
IPs

67
Digital Certificates

101
Open Ports

52
DNS Records

Web Applications

120 43 75 64

Vulnerabilities

85 134 35 23

Fav icons

1.2k 2.2k

3.2k 3.3

Asset Discovery

WAF 100
No WAF 50

CDN 125
No CDN 20

SSL Active 125
Expired 20

Brand Monitoring

Newly Registered 
Domain

12

Suspicious Domains

02
cyble.com

Phishing 

00
cyble.com

Mobile App Monitoring

32

717

Telegram

345

Twitter

1013

Youtube

98

Linkedin

23

Reddit

68

Vimeo

12

RSS

Watchlisted Domains

15 

Last Record Updated

2 days ago for spotrs.top

watchlisted

Take Down Tracker

3 

2 closed yesterday

1 dismissed yesterday

Ongoing

Executive Monitoring

Executives With High Alert Count

Kathren Grorge 324

Kathren Grorge 872

Kathren Grorge 121

Kathren Grorge 321

Kathren Grorge 231

Executives Physical Security

Coming Soon...
Track whats happening around your 
executives physical location

Vulneribility Intelligence

POC Code Released- Microsoft Teams

Latest Updates related to your products

01/23 02/23 03/23 04/23 05/23 06/23 07/23 08/23 09/23 10/23 11/23 12/23 01/24 02/24 03/24 Check out latest news

06

Microsoft Teams, 
Skype and Adobe

Latest Updates related to your products

Data Leaks

Keyword Mentions on Pastesite

Facebook, GoogleAds, +20 
more

23

Check out latest keyword mentions

Public Repositories Exposure 

717

Private Repositories Exposure

432

Cyble Advisories

Advisories

HrServ Web Shell Used in APT Attack 
Targeting Afghanistan

Published On : 12/10/2023

North Korean Threat Actors Launch  
Campaigns Targeting Job Seekers

Published On : 12/10/2023

HrServ Web Shell Used in APT Attack 
Targeting Afghanistan

Published On : 12/10/2023

North Korean Threat Actors Launch  
Campaigns Targeting Job Seekers

Published On : 12/10/2023

Third Party Risk Intelligence

Third Party Risk Distribution High Risk Vendors

Asahi Australia

63
As of date : 22 Sep 2023

Apple Inc.

88
Latest Risk Score

Microsoft

92
Latest Risk Score

Microsoft

92
Latest Risk Score

Low Risk Vendors

Airbnb

63
Latest Risk Score

American Express

88
Latest Risk Score

Airtable

92
Latest Risk Score

Airtable

92
Latest Risk Score

EXECUTIVE INSIGHTS Select Duration Executive Report

Spotlight Search Add Keyword Isabella
Cyble


